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¢ 9 Is s\Molker Solinus (CVE-2008-5437)
http://blog.red-database-security.com/2009/01/16/proof-of-concept-
how-to-bypass-oracle-auditing-using-dbms_ijob/
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1. Orasploit
] :R007
4 O 2 ligtp://orasploit.com/
¢ o Is:tR&d-Database-Security
2. Inguma
] :R007
¢ O 2 ligtp://inguma.sourceforge.net/
¢ 9 Is:Sdxean Koret
3. Oracle Mixin for Metasploit

Oracle ¢ 2008
g O 2 igtp://metasploit.com/
¢ 9 Is s €G, MC, DSecRG
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npeset 6234 - Metasploi osoft Internet Explorer

[ BHEZdzd: Hdzv
. . ©ofn Cpaska Bria  Msfpaswos  Cepenc  Cripaska
I 1 B H g dZB 1{. J_ dzq w eHaian - Q \ﬂ E'I fl -]ﬂDHEK ‘\)WL_/MEEpaHHUE [ 5] M #J i

Aapect (] hktpsiftrac. metasplai. camfchangeset /5234 v| B epeon coonen @ -

i { B 2Ok 30z v MeGasPI0it

i 1wseorhjdedw ftedoaddzj cd?

View Tickets | Search | Roadmap

+ Previous Changeset | Hext Changssst —

A It_compressworkspacetree.rb Changeset 6234

Timestamp: 02/18/09 16:19:41 (4 weeks aga)
Author: me

A It_merg eworkspace . rb Message: added ausliary sqli modules It_mergeworkspace.rb,

It_compressworkspacetree.rb and It_removeworkspace.rb fram Sh2kerr,

Location: framework3/trunk/modules/auziliary/admin/oracle

A It_removeworkspace.rb

It_compressworkspacetree.rb
It_mergeworkspace.rb @afin Mpaca Bua  Usbpawwos Ceponc  Crpaska @convert ~ [ select

A Droptable_trigger.rb Ut |

&

| 1 tS dZIZ I,LJ_ (qu J_ H B fr] IS E 'U- O (_: ‘[ H- New Oracle SQLI Coverage

MC recently added some recen

A ora_ntim_stealer.rb e

e

G Copere -

() Carmnal0unage Blog: New Orade SOLI Coverage [ ‘ v B - - Cmae -

They also published
droptable_trigger (MDSYS.SDO_TOPO_DROP_FTBL Trigger)

verage for:
.oracle.com/technolo

Jan 2009 CPU
all four exploits are in trunk. Enjoy!

Blogs v
roross @ Mnreprer H00% -
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fsdz Lso Ol jdz Bl saatddHsts d i 't sEfSQh & dzh dzr 72°P
d fdzkydls! ftdzdz 2 Ctdlstesdz! d&OH Or acl e D

31 fsdzdzy j kv Ik J BjRRBTAE sdz' L 59 Ols j dzw
531 sdz L 5o RORJAY 5 [ d3ts dzDBRdz]
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} 6 d d3d

-'al:lnmﬁkafMicrnsnﬂ:InternetExplnrer _ E'EI
|| Ele Edt view Favortes Tools Help | ar

| ~ n
HQBack - £ - [« 2] | ) search v Favorites 41 ‘ G- B
| Address [{&] engine.action?n_otype=FOLDERSP_oct:x=SITEMAP. |_62p_datasource_dota=S1TEMA TN e P EPEE PR PR R R E TP PPrrre,

= fowaws  MocTpourens — Crpasks

Hasag

BuyTp. omudxa (¥4 C-00005

MjM BEINDAHEHUY LERCTEHA MCTOMHMKA

Aannely FOLDER eo3Hukna HenpeaBuaeHHan ownBka ORAOB550:

Crpoka 1, ctonfey 38

PLS-00302: komMnoHeHTa 4 ' s
LonkHa Beite obeAeneHa

i ORADESE0: CTpoka 1, cTonfey 17

FPL/SAL: Statement ignored. (MWWC-35130)

;4| | _|;I
&

LT @esedstes 5

1 Owubka:

SQL> select sql_text from v$sgl where sqgl_text like 'Y%opaaaaaaaaaaaaaa%’

begin htp.init;
wwexp_explore_ FOLDER. aaaaaaaaaaaaaaaaaaa( wwexp_datatype.g_exp_param);end;

http://server/pls/portal/ PORTAL .wwexp api endine.action?p otype=FOLDER&
p OCtx=SITEMAP.1 6&p datasource data=SITEMAP&p action=
show(wwexp datatype.qg _exp _param):[evil payload code]
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) Oyomlsizse Hemiskzy oL @ty W2B-pGgzisy dzd ¥ § A3 )
1B LB OMdzOVY dOMlstes?2C O wvl g dBsyjls ftodo
OHMBRJdzd MIstcOIsdo dese s HEsMsEZf O ¢ Mjte jtolz

l sdzeyj dzdj HBMlszf © ¢ Mjteo jtokz By jls ftodoe j
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