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Digital Security

ʈʘʟʨʘʙʦʪʢʘ ʉʋʀɹ

ɸʫʜʠʪ ʙʝʟʦʧʘʩʥʦʩʪʠ

ʊʝʩʪʳ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ

ɸʫʜʠʪ ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ PCI DSS

ʀʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ ʣʘʙʦʨʘʪʦʨʠʷ DSecRG

ʠ ʤʥʦʛʦʝ ʜʨʫʛʦʝ
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ʇʦʯʝʤʫ Oracle?

1. Oracle ʧʨʠʩʫʪʩʪʚʫʝʪ ʧʨʘʢʪʠʯʝʩʢʠ ʚ ʢʘʞʜʦʡ ʢʨʫʧʥʦʡ ʢʦʤʧʘʥʠʠ

2. Oracle ʟʘʱʠʱʝʥʘ ʩʣʘʙʝʝ, ʯʝʤ ʪʘ ʞʝ Windows

3. Oracle ð ʩʣʦʞʥʘʷ ʩʠʩʪʝʤʘ. (ʈʘʙʦʪʘʝʪðʅɽ ʊʈʆɻɸʁ!)

4.ɺ Oracle ʩʫʱʝʩʪʚʫʝʪ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʨʘʟʣʠʯʥʳʭ ʧʨʦʙʣʝʤ ʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ

ðɸʨʭʠʪʝʢʪʫʨʥʳʝ

ðʇʨʦʛʨʘʤʤʥʳʝ 

ðɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ

5.ʆʪʩʫʪʩʪʚʠʝ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ

6. ʉʣʦʞʥʦʩʪʴ  ʫʯʝʪʘ ʚʩʝʭ ʥʶʘʥʩʦʚ ʦʩʦʙʝʥʥʦ ʚ ʩʣʫʯʘʝ ʠʥʪʝʛʨʘʮʠʠ ʩ 

ʜʨʫʛʠʤʠ ʩʠʩʪʝʤʘʤʠ 
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ʕʪʘʧʳ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ

5

ʇʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʋɹɼ Oracle. ʇʦʩʣʝʜʥʠʝ ʪʝʥʜʝʥʮʠʠ

É 2002ð2009, Digital Security



11É 2008, Digital Security

1. ɸʪʘʢʠ ʥʘ ʩʣʫʞʙʫ Listener

1.ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ

ðSERVICE_NAME ʠ SID

ðɺʝʨʩʠʷ ʉʋɹɼ

ðʇʫʪʠ ʢ ʞʫʨʥʘʣʘʤ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ

ðɺʝʨʩʠʷ ʆʉ

ðʇʝʨʝʤʝʥʥʳʝ ʦʢʨʫʞʝʥʠʷ (ORACLE_HOME ʠ ʪ.ʧ.)

2.ʈʘʟʣʠʯʥʳʝ ʘʪʘʢʠ ʥʘ ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ

3.ɺʳʧʦʣʥʝʥʠʝ SQL-ʢʦʤʘʥʜʳ ʦʪ ʠʤʝʥʠ DBA

4.ʇʦʣʫʯʝʥʠʝ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʆʉ

5.ʇʦʜʙʦʨ ʧʘʨʦʣʝʡ ʢ Listener

6.ʇʝʨʝʭʚʘʪ ʧʘʨʦʣʝʡ ʠ ʭʵʰʝʡ

7.ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʭʵʰʝʤ
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2. ɸʪʘʢʠ ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʧʦʣʫʯʝʥʠʝ SID

http://dsecrg.ru/files/pub/pdf/Different_ways_to_guess_Oracle_database_SID.pdf
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1. ʇʦʜʙʦʨ SID

ðʉʪʘʥʜʘʨʪʥʳʝ SID

ðʇʦʜʙʦʨ ʧʦ ʩʣʦʚʘʨʶ 

ð Bruteforce

2. ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʩʪʦʨʦʥʥʠʭ ʧʨʠʣʦʞʝʥʠʡ

ðOracle Enterprise Manager Control

ð Oracle Application Server

ð Oracle XDB

ð SAP Web Application Server

ð MsSQL

3. ʉʪʦʨʦʥʥʠʝ ʩʝʨʚʝʨʘ (Listener.ora)

4. ʉʪʦʨʦʥʥʠʝ ʉʋɹɼ (Links)

5. ʇʝʨʝʭʚʘʪ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ

NEW

NEW

NEW

http://dsecrg.ru/files/pub/pdf/Different_ways_to_guess_Oracle_database_SID.pdf


3. ɸʪʘʢʠ, ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʧʦʣʫʯʝʥʠʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ

1.ʉʪʘʥʜʘʨʪʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ (95% ʉʋɹɼ)

ð DBSNMP ð ʜʦ ʩʠʭ ʧʦʨ ʨʘʙʦʪʘʝʪ!

2.ʇʦʜʙʦʨ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ

ðʇʦʜʙʦʨ ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ

ðʇʦʜʙʦʨ ʧʘʨʦʣʝʡ

ðʇʦʜʙʦʨ ʧʘʨʦʣʝʡ ñAS sysdbaò

3.ɸʣʴʪʝʨʥʘʪʠʚʥʳʝ ʩʧʦʩʦʙʳ ʧʦʣʫʯʝʥʠʷ ʧʘʨʦʣʝʡ

ðʀʟ ʩʦʩʝʜʥʠʭ ʉʋɹɼ

ð Local OS Authentication

ð ʇʦʠʩʢ ʧʘʨʦʣʝʡ ʚ ʬʘʡʣʘʭ (ʢʦʤʘʥʜʥʳʭ 

ʩʢʨʠʧʪʘʭ,ʬʘʡʣʘʭ ʠʩʪʦʨʠʠ, ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ 

ʬʘʡʣʘʭ,ʬʘʡʣʘʭ ʪʨʘʩʩʠʨʦʚʢʠʠ ʪ.ʧ.)

4.ʍʵʰʠ ʧʘʨʦʣʝʡ  ʚ ʬʘʡʣʝ ʩʠʩʪʝʤʥʦʡ ʙʘʟʳ

5.ʇʝʨʝʭʚʘʪ ʠ ʨʘʩʰʠʬʨʦʚʢʘ ʭʵʰʝʡ 
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4. ɸʪʘʢʠ ʥʘ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʳ ʜʦʩʪʫʧʘ ʢ ʉʋɹɼ

ʂʦʤʧʦʥʝʥʪʳ:

Oracle Application Server

Oracle XDB

é

ʆʙʥʘʨʫʞʝʥʳ ʚ ʨʘʤʢʘʭʠʩʩʣʝʜʦʚʘʥʠʡ DSecRG:

[DSECRG-09-001] Oracle Application Server  (Published)

[DSECRG-063] (21.01.2009) (in work )

[DSECRG-074] (21.01.2009) (in work )

[DSECRG-080] (03.03.2009) (in work )

http://dsecrg.ru/pages/vul/
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ʋʷʟʚʠʤʦʩʪʠ:

Buffer overflow

SQL Injection

XSS

Response Splitting

Information disclosure

é

http://dsecrg.ru/pages/vul/
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5. ʇʦʚʳʰʝʥʠʝ ʧʨʠʚʠʣʝʛʠʡ ʚ ʉʋɹɼ

1. ʋʷʟʚʠʤʦʩʪʠ ʉʋɹɼ

Buffer overflow

PL/SQL Injection

Cursor Snarfing

Views é

2. ñʆʧʘʩʥʳʝò ʧʨʠʚʠʣʝʛʠʠ 

SELECT ANY DICTIONARY

CREATE DIRECTORY..

3. ʈʘʩʰʠʬʨʦʚʢʘ ʧʘʨʦʣʝʡ

ʇʝʨʝʙʦʨ              ð8 ʩʠʤʚʦʣʦʚ ʧʦʨʷʜʢʘ 8 ʩʫʪʦʢ

Rainbow ʪʘʙʣʠʮʳð8 ʩʠʤʚʦʣʦʚ ʤʝʥʝʝ 1ʯʘʩʘ!

ʉʣʦʚʘʨʥʳʝ Rainbow ʪʘʙʣʠʮʳ

ɺʟʣʦʤ ʧʘʨʦʣʝʡ ʠʩʧʦʣʴʟʫʷ ʛʨʘʬʠʯʝʩʢʠʝ ʧʨʦʮʝʩʩʦʨʳ

(CUDA, CTM)

ɺʟʣʦʤ ʧʘʨʦʣʝʡ Oracle 11g (Gsauditor)

http://www.evilfingers.com/tools/GSAuditor.php

4. ʇʦʠʩʢ ʧʘʨʦʣʝʡ ʚ ʪʘʙʣʠʮʘʭ

ɺ ʦʪʢʨʳʪʦʤ ʚʠʜʝ (sysman.MGMT_CREDENTIALS2)

ɺ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ ~100 ʪʘʙʣʠʮ!
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http://dsecrg.ru/pages/expl/

http://dsecrg.ru/pages/vul/

http://milw0rm.com

http://trac.metasploit.com/changeset/6234

NEW

http://www.evilfingers.com/tools/GSAuditor.php
http://dsecrg.ru/pages/expl/
http://dsecrg.ru/pages/vul/
http://dsecrg.ru/pages/vul/
http://milw0rm.com/
http://trac.metasploit.com/changeset/6234
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6. ʇʦʣʫʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ OC ʯʝʨʝʟ ʧʨʦʮʝʜʫʨʳ ʉʋɹɼ

1. ɺʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ ʆʉ ʯʝʨʝʟ ʉʋɹɼ
ð Exploits

ð ExtProc 

http://dsecrg.ru/pages/expl/show.php?id=22

ð JAVA

http://dsecrg.ru/pages/expl/show.php?id=23

ð DBMS_SCHEDULER

http://dsecrg.ru/pages/expl/show.php?id=24

ð Job Scheduler

ð Alter SYSTEM

ð CtxApp + SMBRELAY    

http://dsecrg.ru/pages/pub/show.php?id=20

2. ɼʦʩʪʫʧ ʢ ʌʉ ʆʉ ʯʝʨʝʟ ʉʋɹɼ
Exploits

JAVA

UTL_FILE

DBMS_LOB

DBMS_ADVISOR

CtxApp
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NEW
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7. ʇʦʚʳʰʝʥʠʝ ʧʨʠʚʠʣʝʛʠʡ ʚ ʆʉ  

1. ʇʨʠ ʧʦʤʦʱʠ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʉʋɹɼ

ð SUID ʬʘʡʣʳ

ðʙʠʙʣʠʦʪʝʢʠ

2. ʇʨʠ ʧʦʤʦʱʠ ʫʷʟʚʠʤʦʩʪʝʡ ʆʉ

ðʦʛʨʦʤʥʦʝ ʤʥʦʞʝʩʪʚʦ ʣʦʢʘʣʴʥʳʭʫʷʟʚʠʤʦʩʪʝʡ ʚ ʨʘʟʣʠʯʥʳʭ 

ʆʉʠ ʧʨʠʢʣʘʜʥʳʭ ʧʨʠʣʦʞʝʥʠʷʭ
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8. ʆʙʭʦʜ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ  

1. ɺʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ ʚ ʦʙʭʦʜ ʞʫʨʥʘʣʦʚ

ðɺʳʧʦʣʥʝʥʠʝ ʧʨʦʮʝʜʫʨ ʯʝʨʝʟ  dbms_ijob ʥʝ ʣʦʛʠʨʫʝʪʩʷ

ɸʚʪʦʨ - Volker Solinus (CVE-2008-5437)

http://blog.red-database-security.com/2009/01/16/proof-of-concept-

how-to-bypass-oracle-auditing-using-dbms_ijob/

ð ɼʦʩʪʫʧ ʢ SYS.USER$ ʥʝ ʣʦʛʠʨʫʝʪʩʷ

ðʆʩʦʙʝʥʥʦʩʪʴ ʉʋɹɼ

2. ʆʙʭʦʜ Database Vault 

ðʅʘ ʫʨʦʚʥʝ ʆʉ

ɸʚʪʦʨ - Jakub Wartak (21 ʥʦʷʙʨʷ 2008)

http://vnull.pcnet.com.pl/codez/ora_dv_mem_off.c

ð ʅʘ ʫʨʦʚʥʝ ʉʋɹɼ

ɸʚʪʦʨ- Alexander Kornbrust (ʥʦʷʙʨʴ 2008)

http://blog.red-database-security.com/2008/11/21/oracle-database-

vault-privilege-escalation-exploit-published/

SQL>exec sys.kupp$proc.change_user(ôDVAô);
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http://blog.red-database-security.com/2009/01/16/proof-of-concept-how-to-bypass-oracle-auditing-using-dbms_ijob/
http://blog.red-database-security.com/2009/01/16/proof-of-concept-how-to-bypass-oracle-auditing-using-dbms_ijob/
http://blog.red-database-security.com/2009/01/16/proof-of-concept-how-to-bypass-oracle-auditing-using-dbms_ijob/
http://blog.red-database-security.com/2009/01/16/proof-of-concept-how-to-bypass-oracle-auditing-using-dbms_ijob/
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ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʧʨʦʮʝʩʩʘ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʉʋɹɼ

1. Orasploit

ɻʦʜ: 2007

ʉʘʡʪ: http://orasploit.com/

ɸʚʪʦʨ: Red-Database-Security

2. Inguma 

ɻʦʜ: 2007

ʉʘʡʪ: http://inguma.sourceforge.net/

ɸʚʪʦʨ: Joxean Koret

3. Oracle Mixin for Metasploit

Oracle c 2008

ʉʘʡʪ: http://metasploit.com/

ɸʚʪʦʨʳ: CG, MC, DSecRG
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ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʵʢʩʧʣʫʘʪʘʮʠʷ(Metasploit)

ʄʦʜʫʣʠ ʜʣʷ:

ï ʇʦʜʢʣʶʯʝʥʠʷ

ï ʆʙʥʘʨʫʞʝʥʠʷ SID

ï ʇʦʚʳʰʝʥʠʷ ʧʨʠʚʠʣʝʛʠʡ

Å lt_compressworkspacetree.rb

Å lt_mergeworkspace.rb

Å lt_removeworkspace.rb

Å Droptable_trigger.rb

ï ʇʦʣʫʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʆʉ

Å ora_ntlm_stealer.rb

15

ʇʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʋɹɼ Oracle. ʇʦʩʣʝʜʥʠʝ ʪʝʥʜʝʥʮʠʠ

É 2002ð2009, Digital Security

NEW

http://trac.metasploit.com/browser/framework3/trunk/modules/auxiliary/admin/oracle/lt_compressworkspacetree.rb?rev=6234
http://trac.metasploit.com/browser/framework3/trunk/modules/auxiliary/admin/oracle/lt_mergeworkspace.rb?rev=6234


ʇʨʠʤʝʨ
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ʇʨʠʤʝʨ  

CPU July 2008

ʋʷʟʚʠʤʦʩʪʴ ʩʫʱʝʩʪʚʫʝʪ ʠʟʟʘ ʥʝʜʦʩʪʘʪʦʯʥʦʡ ʧʨʦʚʝʨʢʠ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ ʚ ʧʨʦʮʝʜʫʨʝ

çSHOWè ʚ ʧʘʢʝʪʝ çWWV_RENDER_REPORTè. ʋʜʘʣʝʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʚʥʝʜʨʠʪʴ ʠ

ʚʳʧʦʣʥʠʪʴ ʧʨʦʠʟʚʦʣʴʥʳʡ PLSQLʢʦʜ ʠ ʧʦʣʫʯʠʪʴ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ Oracle Database.

ðɺʳʧʦʣʥʷʝʪʩʷ ʦʪ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ PORTAL

ðʇʦʣʴʟʦʚʘʪʝʣʴ PORTAL ʧʦ ʫʤʦʣʯʘʥʠʶ DBA

ðɺ ʩʣʫʯʘʝ ʫʩʧʝʭʘ ʤʦʞʝʤ ʚʳʧʦʣʥʷʪʴ ʣʶʙʳʝ ʢʦʤʘʥʜʳ ʚʧʣʦʪʴ ʜʦ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ

ɼʦ ʩʠʭ ʧʦʨ ʝʩʪʴ ʫʷʟʚʠʤʳʝ ʧʦʨʪʘʣʳ ʢʨʫʧʥʳʭ ʬʠʥʘʥʩʦʚʳʭ ʢʦʤʧʘʥʠʡ !!!
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ʋʷʟʚʠʤʦʩʪʴ ʩʫʱʝʩʪʚʫʝʪ ʠʟ-ʟʘ ʥʝʜʦʩʪʘʪʦʯʥʦʡ ʧʨʦʚʝʨʢʠ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ ʚ 

ʧʨʦʮʝʜʫʨʝçSHOWè ʚ ʧʘʢʝʪʝ çWWV_RENDER_REPORTè. ʋʜʘʣʝʥʥʳʡ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʚʥʝʜʨʠʪʴ ʠʚʳʧʦʣʥʠʪʴ ʧʨʦʠʟʚʦʣʴʥʳʡ PL/SQLʢʦʜ

ʠ ʧʦʣʫʯʠʪʴ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ Oracle Database.



ʇʨʠʤʝʨ  

SQL> select sql_text from v$sql where sql_text like '%aaaaaaaaaaaaaa%';

begin htp.init; 

wwexp_explore_FOLDER. aaaaaaaaaaaaaaaaaaa( wwexp_datatype.g_exp_param);end;

http://server/pls/portal/PORTAL.wwexp_api_engine.action?p_otype=FOLDER&

p_octx=SITEMAP.1_6&p_datasource_data=SITEMAP&p_action=

show(wwexp_datatype.g_exp_param);[evil_payload_code]
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ʀʪʦʛʠ  

ʉʋɹɼ ʦʜʠʥ ʠʟ ʥʘʠʙʦʣʝʝ ʚʘʞʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, 
ʧʨʠʩʫʪʩʪʚʫʶʱʠʡ ʚ ʢʘʞʜʦʡ ʢʨʫʧʥʦʡ ʢʦʤʧʘʥʠʠ

ɿʘʯʘʩʪʫʶ ʜʦʩʪʫʧ ʚʦʟʤʦʞʝʥ ʯʝʨʝʟ ʫʷʟʚʠʤʦʩʪʠ ʚ WEB-ʧʨʠʣʦʞʝʥʠʷʭ (ʧʦʨʪʘʣʘʭ)

ʅʝʙʝʟʦʧʘʩʥʘʷ ʥʘʩʪʨʦʡʢʘ ʉʋɹɼ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʣʫʯʝʥʠʶ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ

ʇʦʣʫʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʚʩʝʡ ʩʠʩʪʝʤʳ
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ɿʣʦʫʤr ʣhʝʥʥʠʢ

ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ

DB Server

DB

ɺʝʙ-ʩʝʨʚʝʨ


